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• As populations moved West, opportunists took advantage of the lack 

of laws, and lawmen, to prey on individual and businesses. 

• Criminals hid in plain sight by assuming new identities. 

• As good were shipped West from the East and Midwest, criminals 

would hijack supplies rather than purchase what they needed. 

• Peddlers would go door to door selling potions and powders that 

were often worthless. Known as snake oil salesmen, many were 

itinerant travelers and con men. 

• As wealth was accumulated in the growing communities, more of the 

criminal element found a way to take advantage of trusting people. 

• Eventually people began to lock their doors and grew wary of 

strangers. 

• This was a time when communities communicated by gathering 

together at socials, town halls, barns and churches. 
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• Fast forward into a time where communication no longer requires 

you to leave your home – it now can occur remotely. 

• The telegraph and telephone were launch pads to where we are 

today. 

• Like the Westward pioneers, there were also pioneers in technology 

that headed into the unknown territory of the Internet. 

• Even before the term „social media‟ was coined, there were social 

media sites where people gathered to chat online. 

• Starting back in the 1980‟s, people used Bulletin Board Service 

sites,  Undernet and UUNet communication sites, and Lynx, a 

mainframe-based text chat. 

• Through the 1980s into early 1990s there were forays into public 

internet subscription services, i.e.  America Online and 

CompuServe. 
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• With the advent of hypertext transfer protocol (HTTP) in 1990 and 

web browsers through which to access the HTTP sites, the World 

Wide Web was officially born. 

• In 1994 internet browser Netscape Navigator 1.0 launched, followed 

in 1995 by Internet Explorer, and the world as we knew it began to 

change. 

• By 1994 the Internet was at about the same stage of development 

mentioned earlier in the analogy of Westward expansion where we 

saw the completion of the railways coast to coast in 1869. 

• However, like the large unexplored territories of the western US in 

the mid-1800‟s, the world wide web was still sparsely populated and 

its use and purpose still yet to be defined. 

• A new language was developing for communicating online, and 

suddenly we were learning „chat etiquette.‟ 
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• As the World Wide Web began to define itself, developers created 

ways to communicate and share their vision for online communities. 

• Chat software began an iterative development process that resulted 

in much of what we see today. 

• Ideas were launched and fine tuned, often with training or online 

educational use in mind as they did shake-own user testing as 

online chat rooms. 

• At the Informix Worldwide User Conference in San Jose in 1995 

people were searching high and low for chat software secure 

enough to use for virtual classroom applications. 

• In 1996 NBC broke online chat records (over 50,000 participants) 

with the Kerri Strug chat session on their Olympics Chat Site.  

• That same site had to have its database tables pruned nightly to 

remove the „graffiti‟. 
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• Along with the developers, there were people looking for ways to 

use the anonymity of the internet to commit crimes and benefit from 

the lack of laws to control their internet activities. 

• As with the crooks and con-men that stalked the Westward-bound 

settlers of the old West, the criminal element also exploited the flaws 

of the internet to prey on early adopters of the technology. 

• Chat site regulars used pseudonyms and avatars, and could be 

anyone they wanted to be in the anonymous world of online chats. 

• Predators began looking for prey in chat halls, often swearing their 

victims to secrecy then luring them into dangerous liaisons. 

• Unsuspecting victims gave out too much information about 

themselves, their lives and their jobs to people they felt they „knew 

and could trust‟ in chat rooms. 
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• "The modern thief can steal more with a computer than with a gun. 

Tomorrow's terrorist may be able to do more damage with a 

keyboard than with a bomb." National Research Council, Computers 

at Risk (1991).  

• By 1995 there were cases of cyber-stalking reported with no laws to 

prosecute the criminals. 

• By 1999 many states extended their stalking laws to include cyber-

stalking, however there was no Federal cyber-stalking law until 

2008. 

• US Code 18 Section 2261A was amended to include the Internet 

• Under 18 U.S.C. 875(c), it is a federal crime, punishable by up to five years in 

prison and a fine of up to $250,000, to transmit any communication in interstate 

or foreign commerce containing a threat to injure the person of another. Section 

875(c) applies to any communication actually transmitted in interstate or foreign 

commerce - thus it includes threats transmitted in interstate or foreign commerce 

via the telephone, e-mail, beepers, or the Internet.  
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• United States 

• The current US Federal Anti-Cyber-Stalking law is found at 47 USC sec. 

223. 

• The first U.S. cyber stalking law went into effect in 1999 in California. Other 

states include prohibition against cyber stalking in their harassment or 

stalking legislation.  

• In Florida, HB 479 was introduced in 2003 to ban cyber stalking. This was 

signed into law on October 2003.  

• Some states in the U.S. have begun to address the issue of cyber stalking: 

• Alabama, Arizona, Connecticut, Hawaii, Illinois, New Hampshire, and New 

York have included prohibitions against harassing electronic, computer or e-

mail communications in their harassment legislation. 

• Alaska, Florida, Oklahoma, Wyoming, and California, have incorporated 

electronically communicated statements as conduct constituting stalking in 

their anti-stalking laws. 

• Texas enacted the Stalking by Electronic Communications Act, 2001. 
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• Missouri revised its state harassment statutes to include stalking 

and harassment by telephone and electronic communications (as 

well as cyber-bullying) after the Megan Meier suicide case of 2006.  

• Other states have laws other than harassment or anti-stalking 

statutes that prohibit misuse of computer communications and e-

mail, while others have passed laws containing broad language that 

can be interpreted to include cyber stalking behaviors 

• The Violence Against Women Act, passed in 2000, made cyber-

stalking a part of the federal interstate stalking statute.   

• Online identity stealth blurs the line on infringement of the rights of 

would-be victims to identify their perpetrators. There is a debate on 

how internet use can be traced without infringing on protected civil 

liberties. 
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• Australia 

The Stalking Amendment Act (1999) in Australia  includes the use of any 

form of technology to harass a target as a way of "criminal stalking." 

• United Kingdom 

The Malicious Communications Act (1998) classified cyber stalking as a 

criminal offense.  

• Spain 

In Spain, it is possible to provide information about cyber-crime in an 

anonymous way to four safety bodies: 

• Grupo de Delitos Telemáticos of the Civil Guard (Spain) 

• Brigada de Investigación Tecnológica of the National Police Corps of Spain 

• Mossos d'Esquadra in Catalonia 

• Ertzaintza in Euskadi 

• It is also possible to provide information to an NGO. 
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• Social media is the method or tool that facilitates social networking on 

the Internet. The media may be instant, interactive or bulletin-board 

based. 

• Social networking occurs via an online service, platform, or site 

designed to build social relations or communities, or reflect social 

networks among people with shared interests.  

• A social network service requires a representation (or avatar) of each 

user, and in most cases information about the user, supplied by the 

user.  

• Social networks are a means for users to interact over the Internet, 

using bulletin boards, chat sites, e-mail and instant messaging.  

• Social network services are typically individual-centered whereas online 

community services are group-centered.  

• „Social Networking‟ and „Social Media‟ began before the web browser! 
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• From the early chats evolved instant messaging, community chat 

rooms, special interest chats, e-zines, and eventually blogs. 

• The term „chat room‟ took on a negative connotation because of the 

press regarding chat room addiction, cyber-stalkers, pedophiles 

misrepresenting themselves in chat rooms to gain access to 

children, and committed partners having virtual trysts online, 

sometimes even leaving their partners for the unknown person on 

the other end of the chat. 

• Whether to get away from the stigma associated with the term „chat‟ 

or simply as the result of normal evolution, as online communication 

became more mainstream chat sites were relabeled Social Media or 

Social Networking. 
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• Social media is a term of uncertain origin, but there are two sources 

most likely to have coined the term.  

• A December 2010 Forbes.com article says it may have been Tina 

Sharkey, CEO of Babycenter.com and a former executive at iVillage 

and AOL or it may have been Ted Leonsis, former executive at AOL. 

• Either way, there is probably an AOL connection to the use of the 

terminology.  

• Regardless of which one said it first, both agree that it means 

“places where they can be entertained, communicate, and 

participate in a social environment.” 

• The evolution of social media has taken it out of the darkness and 

into the light of day, making it a tool for business as well as for 

personal interaction with friends and family near and far. 
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• Today‟s social media has created the tools that foster interactive 

communication in a safer, more secure way. 

• The same tools used for chat with friends and family are now used 

for chatting with help desks and support people in every manner of 

business imaginable. 

• Instant messaging has also made its way into business 

communications within companies. 

• Comment boxes, blogs, chat sites, and other free form discussion 

areas allow „word of mouth‟ to market businesses and services to a 

broader audience without the expense of a national or international 

marketing campaign. 

• Social media offers environments where targeted marketing can 

appear on the page in relation to the topics discussed through the 

use of ad targeting engines such as those used by MSN since the 

late 1990‟s. 
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• Today‟s social media also has an instant-ness, and an anywhere-

ness, to it that was not possible before the advent of the multimedia 

phone. 

• Software designed for mobile phone platforms that allow you to send 

pictures and videos to YouTube instantly, or Tweet your latest 

thoughts, or post to your Facebook or MySpace account from 

wherever you are, has us sharing our lives down to the most minute 

details with broad and unseen audiences. 

• The simplicity of the tools, coupled with mainstream acceptance of 

these methods of communication, has broadened our worlds and 

opened us all up to incredible risk if we do not understand how to 

manage our business and personal data. 
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• Criminals have also familiarized themselves with todays social 

media tools and take advantage of the public‟s lack of understanding 

of the tools to steal personal and financial information. 

• There was a rash of home burglaries traced back to posts by people 

on Facebook who let everyone know when they would be out of 

town. The personal information they had in their accounts telling 

about where they lived made it really easy for criminals trolling the 

internet for their next victim to find them and rip them off. 

• Individuals have also exposed themselves to lawsuits for slander 

over posts online (Ampex, MyBizHome Page and Yale Law School, 

for example), as well as physically exposing themselves (Brett Favre 

and NY Rep. Weiner, for example). 

• Corporations have exposed themselves to loss of revenue with lax 

protection of their corporate intellectual property online. 

• Employees have exposed themselves to termination for their posts. 
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• What we know is that a certain breed of lawless people will go to 

where there are no laws and lie in wait for unsuspecting victims – 

these are called opportunists. 

• Opportunists will set up shop and pick the low hanging fruit; they will  

target the easy marks in the strange new frontiers where the 

unexpected is poised to happen. 

• Because what lies beyond the known can be terrifying to imagine, 

English mapmakers formerly placed the phrase “Hic Sunt Dracones” 

(Latin for “here be dragons”) at the edges of their known world. 

• When online social networking and social media was an unexplored 

world, Hic Sunt Dracones certainly applied in the early years of its 

development. 

• Now that we know more about who the inhabitants of this strange 

new world are, we can become dragon slayers with a little 

knowledge and a few simple steps. 
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• You might think that threat of lawsuit would be enough to deter a 

would be thief from stealing your intellectual property, but that is 

clearly not the case. 

• You, as the owner of that intellectual property, must take steps to 

safeguard it that stops the crime before it occurs. 

• Knowing the law helps, but also take steps to secure your property. 

• Copyright your work! And update your website copyright notice each 

year so that it stays current. 

• Post your copyright fair use policy if you are willing to share but want 

to be credited for your original work. 

• Have code developed for your website that stops visitors from 

copying any text, or downloading any images, from your site. 

• Make sure you have registered your trademarks and filed patents for 

your inventions before exposing them to billions of web surfers. 
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• Watermark your images. Watermarks can be visible or invisible, but 

both will serve to identify the image as your original work. 

• Store copies of your original work, with dates of origination, in a safe 

place so you can prove it is your original work should you pursue 

legal action after it is stolen. This includes the original code used to 

develop your website. 

• Keep your best stuff password protected and share it only with your 

customers or friends who you trust to respect your right to 

ownership.  

• Know what your current and former employees are sharing on social 

media sites. If it is your corporate intellectual property, take 

immediate action.  

• You can set up alerts on search engines to let you know when your 

intellectual property has been used inappropriately. 
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• Slander and misrepresentation can hurt your business.  The most 

common form of this is word of mouth. 

• Online your reputation can be sullied with negative reviews and posts. 

• Online reputation can be hurt by disgruntled employees. 

• The first step is to know what people are saying about your company 

and where. 

• Corporate reputation management firms now offer online reputation 

management services to look for those negative reviews and work to 

eradicate or offset them. 

• Search Engine Optimization (SEO) techniques will help keep the 

positive image links rising to the top while the less favorable can be 

pushed to the bottom of the search results rankings. 

• Periodically search for companies using the same name as your 

company and make sure none are pretending to be you to rip people 

off. 
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• Make sure you manage your corporate e-zine or blog so that bots 

cannot fill up your site with porn links. Tools to manage this range 

from an Admin reviewing and vetting each post before it is published 

on your mediated site, to using software like reCapthca or Captcha.  

• Captcha and reCaptcha are challenge/response test tools to force 

manual entry of the response before allowing the post to go through. 

This is done by presenting an image with letters and numbers that 

must match the image before the post can be submitted. 

• Challenge/response tests are the images of oddly presented letters 

and numbers that must be entered and match before you can 

proceed. 
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• Blogs like WordPress manage what is displayed on the page by allowing 

you to moderate all posts and not publish until the content is reviewed. 
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• Rather than moderate the site, WordPress also offers you the option 

to select against, or blacklist, certain words getting through and 

being posted on your website. 

• You can also set appropriate audience ratings so that typical 

offensive language is not allowed to be posted. 
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• Set up Google Alerts!  

• Go to http://www.google.com/alerts, fill in the blanks and wait for 

your alerts to roll in! 
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• When you create your business on Facebook 

you will want it open to the public for better 

exposure to potential clients. However, you 

should set your Privacy Settings in a way that 

protects you from unwanted and embarrassing 

posts. 

• Facebook does not make Privacy preference 

settings easy to locate.  

• Rather than including links to Privacy settings, 

or to edit your profile, in the obvious navigation 

links, Facebook included them in what appears 

to be the fine print. 
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• As a business you want to keep your site Public, however you may 

want to restrict certain individuals from posting to your site. (This 

also applies to your personal Facebook page.)  

• You can do this in your Privacy Settings by using the following 

options: 
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• If you Tweet, watch your Followers, as their tweets may reflect on you 

as well. Anyone can follow you. There are no barriers or protections 

unless you do due diligence to manage those Followers you do not 

want following you. 
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• With business there is more at stake than just a few disgruntled 

employees posting nasty-grams on your social media site.  

• Some of the biggest risks include: 

• Failure to plan before launching a social media presence.  

• Not understanding the target audience and how best to reach 
them. 

• No plan to handle issues related to the social media presence, if 
they arise. 

• Lack of top down understanding and investment in the effort. 

• Abandoned social media sites. 

• Because social media sites stay out there „forever‟, even if you walk 

away from them, you leave all the good, bad and ugly to be found by 

search engines, thereby affecting your corporate reputation even 

after you no longer choose to participate. 
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• If you are going to Tweet or Facebook, do it responsibly. 

• The protections you take advantage of on social media sites protect 

you from losing employment opportunities from something your 

prospective employer read on Twitter or Facebook.  

• On November 2 this year Apple fired an employee over a Facebook 

post.  

• In August of 2009 it was reported by Facebook that 8% of US 

companies have fired an employee over a Facebook post.   

• You have a right to your opinion, and to post it online, however make 

sure you manage your account settings so that everything you say is 

not in plain sight.  

• Facebook, Twitter and most other social media sites have options 

for securing who sees what you say on the internet. 
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• In Facebook, select Privacy Settings from the Home link. 

• Select Custom and check out the options in the pick list. 
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• Don‟t be shy about blocking specific people if it protects you. Both 

Twitter and Facebook have options for selecting specific people to 

block. 

 

 

• Set up alerts to notify you if someone other than yourself is logging 

into your Facebook account. Getting hacked has more serious 

consequences than you can imagine, such as identity theft! 
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• You can do something about it if you find a slanderous post about you 

on a search engine.  

• Go to Help and look for ways to contact the search engine customer 

care people, who will work with you to rectify the situation. 
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• An online resume is like winning the lottery for an identity thief if you 

put too much personal information in your resume, or if the identity 

thief can get you to provide that additional information through a 

cleverly worded recruiter email.  

• Resumes can provide identity thieves with your identifying 

information, such as your name, address, telephone number, date of 

birth, schools attended with dates. Some even include references 

and their contact information.   

• The use of professional social networking sites, like LinkedIn, by 

both employers and potential employees is becoming an 

increasingly more common practice.   

• There have been cases of identities being assumed based on 

information posted on LinkedIn, the most popular professional social 

networking site 
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• Be cautious how much personal detail you put in your online 

resume.  

• Give enough information to assure potential employers you have the 

right skills, but do not give it all away online. 

• Also skip the details on LinkedIn, if you can. There was a case 

reported about 6 years ago of a person who felt their identity had 

been stolen from their LinkedIn profile and someone had acquired a 

position posing as them. 

• Don‟t leave your credit card number as a default in any of the social 

media sites you frequent. Classmates.com used to require you leave 

your card number there so they could auto-renew you each year. A 

lawsuit stopped them from continuing that practice.  
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Thank you! 
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